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Awase-E: the method enables an image-based authentication
to be more secure and familiar for users with providing
image registration and user notification

TETSUJI TAKADA+ and HIDEKI KOIKE

We propose the method that makes image-based authentication to be more secure and fa-
miliar to users. We introduce a novel image-based authentication system, called “Awase-E”,
based on the methods. Current image-based authentications have some problems: using ar-
tificial images, necessary for memorizing some but not a few images and presenting password
images at all time. In order to improve them, we introduce “image registration” and “noti-
fication to users” into image-based authentication. It makes possible to reduce the load to
human memory and build a security against some types of attacks.
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Fig.2 Detailed authentication method in Awase-E
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Fig.3 The four modules on “Awase-E” and in
comparison with current authentications
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Fig.4 Process Flow about Image Registration
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Fig.5 Process Flow about Setting a Password Image
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Fig.6 Process Flow about Authentication
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Fig.7 Process Flow about User Notification
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