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A User Evaluation Study about Security and Usability of Awase-E

TETSUJI TAKADA," TAKEHITO ONUKIH and HIDEKI KOIKEf

In this paper, we describe about user experiments about Awase-E. We implemented a web-
based prototype system of Awase-E. Using this system, quantitative user experiments on
usability and vulnerability were conducted. From the results of these experiments, it was
clearly shown that photos are easy to memorize and recall over a long period of time, and
people do not confuse their pass-images between old and new one after updating it. It was
also show that, however, the Awase-E is vulnerable in typical attack methods for this kind of
authentication scheme. The experiments on vulnerability showed that what are the vulnera-
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bilities and how vulnerable they are.
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Table 1 The definition of secret in each authentication
method
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Fig.4 A number of trials until an authentication succeeds
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