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fakePointer: A User Authentication Scheme

that Makes Peeping Attack with a Video Camera Hard
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TETSUJT TAKADAT!

I propose a novel user authentication scheme called “fakePointer”. The sys-
tem makes peeping attack with a video camera hard on a user authentication.
A peeping attack is one of threats for a user authentication. An attack looks
into a target authentication activity from a behind and thieves secret infor-
mation of the target. In these days, moreover, a method of the attack has
changed to recording an authentication activity as a movie by a video camera.
It also changed supposed threats of the attack. In this paper, I reconsider about
threats of the peeping attack in a latest attack method and make clear a neces-
sary requirement for building a secure authentication. One of the requirement
is that it is hard for an attacker to identify user input from a video record of
victim’s authentication activity. The other is that input method of secret must

be randomized in each authentication action. I realize a user authentication
scheme as a fakePointer that meets with above requirements.
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Fig.1 PIN Entry Method proposed by Roth, et al.
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Fig.2 A dial of a safety box.
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Fig.3 A dial of a safety box with fake indicators.
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Fig.4 An authentication process overview of the fakePointer.
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Fig.5 A sample of answer selection information.
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Fig.6 A screen snapshot of the fakePointer.
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Fig.7 A user can change a layout of number keys.
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Fig.8 Variation of answer selection symbols.
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Fig.9 An another answer selection symbol specified with positions and their order.
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