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‘Wan 31 12:05:23 6E:hostd Ttpd[66 : FTP LOGIN FROM pisa, italia, is, foo, co, Jp as}
L Taro :
Jan 31 12:40:26 6D:hostd ftpd F_J 641] = connection from pisa, 1talia, is, foo,co.Jdp |
Jan 31 12:40:26 6E:host8 ftpd[63641]: FTP LOGIN FROM pisa, italia, is. foo, co, Jp as|
L taro :
Jan 31 13:10:55 6D:hostd ftpd[66014]: connection from pisa, 1talia, 1s, foo,co,Jp |
Jan 31 13:10:55 6E:hostd ftpd[66014]: FTP LOGIN FROM pisa, 1talia, is, foo, co, Jp as|
3 Tﬂrl j

Jan 31 13:47:50 Ei:i[]:l‘n:::ui‘.t.u ftpd F)HFL}F connection from pisa, 1talia, is, foo,co,.Jp |
Jan 31 13:47:50 6E:hostd ftpd[60545]: FTP LOGIN FROM pisa, 1talia, 1s, foo, co, Jp as|
. taro :
Jan 31 14:40:21 6D:hostd ftpd[ '
Jan 31 14:40:21 6E:host8 ftpd|f
L taro

Jan 31 15:11:11 6D:hostd ﬂpd[ 66461] : connection from pisa, italia, is, foo,co.Jp |
Jan 31 15:11:11 6E:hostd ftpd|66461]: FTP LOGIN FROM pisa, 1talia, 1s. foo, co, Jp as}
. taro :
Feb
Feb
Feb
Feb
jFEib 2
Jan 3
Jan 3
E Trﬂ_rl
TFL“ ":’
Jan 3
Feb
Feb

 Feb
aro,

: connection from pisa, 1talia. is, foo,co.Jdp |
- FTP LOGIN FROM pasa, 1talia, is, foo, co, Jp ast

BAE FEEY qu .h'lIL—lIL~ from taro to root

=d. TT{ / "h'iIL~lIL~ from taro to root

d: TL 1ging from taro to root

ol v Cl _ "::' trom taro to root

' =i (s Ttl Tlnm leﬂ to root
w2 L E- : connection '.tl' |lll PL::L it "L-I_'L'L, 1s, Too, co, 1p :
Ste TTPd 665383] : FTP LOGIN FROM pisa, 1talia, 1s, Too, co, Jp asi

std log _‘1_1 1[ AR § as I'lJ:,":‘.}'J_i

std login[ | L as nishi
std runpriv [ anumh Pll J_lr*.t._. 1pld Tul user taro, |
std runpriv 4!!1*11 Running privilege intlset for user taroj

std runpriv[67063] : Running privilege dtshutdown for user tf
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connection 130.
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WARNING:
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General Log Format

One log message

7 R AP

Jan 10 1 8:42:0; foo.ac.jp/) in.telnet/d[2424]: connect from someone.else.ne;

Extraction
and _
Conversion

998972366 foo.ac.jp in.telnetd connect from someone.else.net
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HES

BB DL ESRE =
OJAytE—Y ‘ :
HIREN aa =
connect from tokyo 12 connect -
connect from tokyo 12 from
connect from osaka
connect from kyoto
connect from osaka
connect from tokyo
connect from osaka
connect from osaka
connect from kyoto

5 osaka .
4 tokyo =

1 hakata |

B DHIRLRE
HIRE ]

connect from osaka R E AT H IS 12 connect from
connect from tokyo OXyt— 5 from osaka
e 4 from tokyo
2 from kyoto

| 1 from hakata |




etting hostname hashirimizu succeeded
devihdaz: clean, 51684/266512 files, 194478/512071 blocks
hecking root filesystem succeeded
emounting root filesystem in read-write mode succeeded
inding module dependencies succeeded
devihda6: clean, 33/317440 files, 10357/634559 blocks
hecking filesystems succeeded
ounting local filesystems succeeded
urning on user and group quotas for local filesystems succee
nabling swap space succeeded
ntering runlevel; 3
ucceeded
net.ipvd.ip_forward = 0
net.ipvd.conf.all.rp_filter = 1
net.ipv4.ip_always_defrag = 0
ernel.sysrq =0
etting network parameters succeeded
tinging up interface lo succeeded
ortmap startup succeeded
pe.lockd startup succeeded
pe.statd startup succeeded
ersion 3.0final (APM BIOS 1.2, Linux driver 1.9)
pmd startup succeeded
Initializing random number generator succeeded
ounting other filesystems succeeded
rond startup succeeded
tarting PCMCIA services:
modules
inux PCMCIA Card Services 3.1.8
ernel build: 2.2.14-5.0 #1 Tue Mar 7 21:07:39 EST 2000
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MessagezR N 1R

XFIC & BER + ERTREDY DR

FS open unlink error 2 file .nfsB64441 on host sieg
zetaka: logout
zetaka:“login

10 rw efs file systems |h mtab

onnection from caglialijzogue.is.uec.ac.jp

TP LOGIN FAILED FRpDM cagllall vogue IS.UeC.ac.|p, N S .
onnection from cagNeiEr - AEHINEOTD
TP LOGIN FROM gdfiNli.vogue.is.uec.ac.jp as zetak VAN (e Rs Bl N33

onnection from gaghali.vQgue.is.uec.ac.jp
TP LOGIN R0ONY caglialifogue.is.uec.ac.jp as zetak

ARNING: “ARP./got MAC Yddress on ec for BCAS D IN=b—Nzs

onnection frogf cagliali.vogu®.is.uec.ac.jp INT —VIRR
ANONYMOUS FTP LOGIN REFUSED FROM cagliali. IC&B5F—T— R
alled: ttyge changing from zetaka to root =0
succeeded: ttyg2 changing from zetaka to root SEEERRE

1 - 148841 - 4901 ( 4901 ) Xsession & BF—TU— Rl




S —

: Generating 768 bit RSA key.

: RSA key generation complete.

: Connection from 203.179.22.23 port 1023

: Password authentication for wakai accepted.
: Closing connection to 203.179.22.23

et SYSTEM ACCOUNTING STARTED Wed N
Ak ACCT ERRORS : see fvarfadmfacctfnitefac

rppiasir SYSTEM ACCOUNTING COMPLETED Wed
log: Closing connection to 130.153.133.24

connect from bologna.vogue.is.uec.ac.jp

connect fromir2.vogue.is.uec.ac.jp

connect from wally.vogue.is.uec.ac.jp

connect from floyd.vogue.is.uec.ac.jp

connect from floyd.vogue.is.uec.ac.jp

connect from floyd.vogue.is.uec.ac.jp

connect from floyd.vogue.is.uec.ac.jp
ICMP_Dest_Unreachable[Host] « 150.99.199.233 [dent
ICMP_Dest_Unreachable[Host] < 150.99.199.233 [dent
connect from floyd.vogue.is.uec.ac.jp

connect from floyd.vogue.is.uec.ac.jp

connect from floyd.vogue.is.uec 3

connect second port: Connectid

connect from floyd.vogue.is.uec.ac.Jp

HIRSARIC L B L

RED/INA Z4 ~E [
BEDF—7—RKZF(C
—iﬁ Ljfc_ﬁnl:l

I RIEICT T

: Generating 768 bit RSA key.

: RSA key generation complete.

: Connection from 203.179.22.23 po

: Password authentication for wakai accepted.
: Closing connection to 203.179.22.23

o ACCT ERRORS : see fvarfadmfacctinitefac

frrbiaaiit SYSTEM ACCOUNTING COMPLETED Wed
log: Closing connection to 130.153.133.24

connect from bologna.vogue.is.uec.ac.jp
connectifromir2.vogue.is.uec.ac.jp

connect from wally.vogue.is.uec.ac.jp

connect from floyd.vogue.is.uec.ac.jp

connect from floyd.vogue.is.uec.ac.jp

connect from floyd.vogue.is.uec.ac.jp

connect from floyd.vogue.is.uec.ac.jp
ICMP_Dest_Unreachable[Host] < 150.99.199.233 [den
ICMP_Dest_Unreachable[Host] < 150.99.199.233 [den
connect from floyd.vogue.is.uec.ac.jp

connect from floyd.vogue.is.uec.ac. jp

connect from floyd.vogue.is. uec.

connect second port: Conn

ﬁ%ik;é
RS 7 21T

S == 53

LU 7 sREH

Beneratingl 768 bit RSA Rgy.
qpation complete.
: Connection frdn Z0BIZS22128 port 1023
: Passwopd authgntication for wakai accepted.
: Closingf connegiion to 20357892223

s SYSTEM ACCOUNTING STARTED Wed N

seatenset [ACCT ERRORS | see {var/admiacct/nite/ac

rrart [SYSTEM ACCOUNTING COMPLETED Wed
log: Cloding connection to 130.153. 133 24
fconnectffrom_bologna: vogue. is.u
conneciifromif2Noglieis Ueciac)
‘connegy from wally.vogue.is.uec.ac.jp
connegt from floyd.vogue.is.uec.ac.jp
conneft from floyd.vogue.is.uec.ac.jp
from floyd.vogue.is.uec.ac.jp

¢ct from floyd.vogue.is.uec.ac.jp
ICMP_Dest_Unreachable[Host] < 150.99.199.233 [den
ICMP_Dest_Umeachable[Hos’r] < 150.99.199.233 [den’
connect from floyd.vogue.is.uec.ac.jp
connect from floyd.vogue.is.uec.ac, jp

connect from floyd.vogue.is. Uec. 3oep
connect S& . @

connect from floyd. uogue is.uec.ac.]p
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Intrusion and Misuse Detection in Large-Scale Systems
R.F.Erbacher, K.L.Walker and D.A.Frincke
IEEE CG&A, Vol.22, No.1, pp.38-48, 2002
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2 Basic glyph organization. (a) The initial inetd con-
nection to the system. (b) The resulting connection
after authentication. (a) and (b) also represent the
number of users with connections from the given
remote host and the number of connections by said
users through the use of the cross hatches. The moni-
tored system, (c) showing number of users and load.

(<)
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3 Line appearances and their
relationships. (a) Telnet and rlogin
connections as solid lines,

(b) privileged FTPs as long dashed
lines, (c) anonymous FTPs as short
dashed lines, (d) Network file
system (NF5) accesses as solid lines
with many arrows, (e) initial inetd
port connection, and (f) port scan.
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