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MIELOG: Log Information Browser with
Visualization and Text Mining
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It is necessary for system administrator to investigate log information. The reason is that log-files
contain intrusion marks. It is, however, time-consuming task and needs the knowledge of intrusions.

In this research, we built a log information browsing system which is called “MIELOG”. MIELOG
extracts a frequency information using text mining, because such information helps administrator
to find notable information that is generated by intrusive actions. Our system represents some log
characteristics visually using information visualization technique. This function makes it possible
to represent notable information clearly. As a result, MIELOG makes it easier for administrator to

investigate log information.

1. Oo0Oa0

gboooboobobobooboobooodg
goboooooooooooooooooooboooboo
goboooooooooooooocooooobooboo
gboboooboboooboooooboobobogoon
gboboooobooobobooooboooboobobogon
gboobooobooboobooooboooboobobogon
gooocooon

oooobooooobooooooobooooooooo
gboooooboobooboooboobooboboon
gboboooobooboboooobooboboobooon
goobbooobboooobbbooooobbo
gboboobooboooooooooooooooboooboo
gobooooooooooooboobouooooboooboo
gbobobobooobooooboooboobobogob
gog

gbooboobooobobooboobooodg
gbobooooooooboooooooboooobooboo

goooooooooooooboooooooboobo
goooooooooooooooooooobobo
gboboooooooooooooooooooooo
gobooooooobooooooobooo

ooboooobob22o0b0b0c0ob0obooooooon
goboobobobooboobos3snoboboobo
gobooooooooooobobooooooobod
goboooooooooobooboooooooboooboo
goooooooo

2. JDbOoOooOooooon

gboooboooboobooobooboobo
gboboooobobooobooboobobooboboon
gbooooboooooooooboboooooboooboo
000000000000 O00DoOoooYoon
000000000000000000 4%0000
gbooboogoobboooboooobooobobobogon
gboboooboooboooobooobobogon
gooad



goooooooobobbbboOooooooooooo
gooooooooooobooooooooboobo
gobooooooooooooobooobooobooboo
gobooooooobooooooocooooobooboo
gboboooooooooooobobooooobooboo
goboooooooobooooboooo

gooooooooooooooboooooooo
goboooooouoooobooooooooooooo
gooocoooooooooo

RansERBO 0 S 1ER

REDOSIER
01 0000000000

0D000000000000000000000O0
000000000000000000000000
000000000000000000000000
000000000000000000000000
0000000000000000
0D000000000000000000000O0
ODo0oooooo?. 0000000000000
000000000000000000000000
00000000000000000000000
0ooo
0D000000000000000000000O0
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
oooo
0D0000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
0000oO0o00ooo0on

3. Jbhoobooooobooo

gobooooboooobooob22c0b0b00o0on
g20b0o00ooocooooobobooooboboooon

ez

A1
‘ — |_‘og me‘s
on
‘ L°g Database another computer

Various Log Files

y |

“ARtns
SARE AR AL

L EEE T

L]
02 000000000

goboooooouobooooobooooooooboooboo
ogooocooooo
3.1 ODOoOOooboOoog
goooooboobobooooooboboboboboobobo
goooooobooobobbobobboboooooooon
goboocoooosgooon

ez

% &R

B

Oct 25 10:41:25 foo.co.jp in.telnetd[2201]: connect from crack.net

i & 2

933912865  in.telnetd connect from crack.com
I EZE I
03 0OOOoooooooo

gbooboboobobooboboboboobo
gobooooboobobbooboboobooo
gobooooobooooooboboooooboooboo
gbobooooooooboobooooooooooooboo
goboooooooooooboooooooooboooboo
gbobobooooooooooobobo
gboobooobobooboboobooodg
gooooooooon

3.2 OJOOOOOOO
ooooobooboooooooooooocooooon
gbobooooboooboboobobobobogoo
gbobobooooooooooobobobobon
e JOOOODOOODOO

o JO0OOOLOOOODOOOODOOOO

e JO0OODOOOODOOO



e 0DDODODO
e 1000D000DOO0ODOOOOOO
00000000000000000000000

00000000 (04)0

—- L e g
i HIRE BRE
2 6 from
F; 4  connect
- ke 2 tokyo
?5; 2 osaka
connect from tokyo i 2 refused
connect from tokyo ,7: kyoto
connect from osaka & sendai
refused from kyoto )
refused from sendai CHEEEARHIREE

connect from osaka

I —HEEERES

4  connect from

AEEEST DL 2 refused from
#AZNB O 148 from tokyo

2

2 from osaka
from kyoto
from sendai

04 0OO0OO0OO0OOOOOCOOOOOOGCOOO

ooooboobdoooboooboobooboooooono
goooooooooooooooooobboooo
gooooooooooooboooboooooooboobo
goooooooooooooboobooooooboobo
goboooooooooooooocoooooboooboo
goboooooobooooobobooobooooobooo
goooooobooooooobooobooooooo
gooooooouooooobobooooooboobobo
gooo
3.3 0OOoono
ooooooooboooooooboocoooooo
goboooooouoooobooooooooooobo
gobooooooooooobobooooooboobobo
goboooooooooboooooooooooobo
gobooooooooooooboooobooooon
0000oU0ooU0oo4000U00D0UDOooOUO (o
5) 00000oUuooUoooooooooooooo
gooobooooboooooobooooooooo
goooooooooooooooooooooobo
O0oooUooooouopoooo(oe)o
ooooooooooooooooooobooboooo
gbboooobooobooobooboboooooo
gooooobooobobooooobooboooDooo
goooooooooooooooooooboobo
gboboboooooooooooboooooobooboo
aoon
ooooobooooooooobooboooooo
goboooooouooooobobooooooboobobo
oono
goooboooooooooobooooooooo
goboooooooooooooooooooboooboo
Ooooooooooo (@ o

mielog -0
These directories were unable to be moved properly
installation process. Check for any user-modified filed
delete the directories.
lusrfinclude/Vk.O
{start,stop}midi entered
zetaka: login
zetaka: logout
zetaka: login
zetaka: logout
zetaka: login
succeeded: ttyq4 changing from zetaka to root
zetaka: logout
zetaka: login
makiko@napoli.vogue.is.uec.ac.jp as makiko: cmd="fust

makiko@napoli.vogue.is.uec.ac.jp as makiko: cmd="{usr
makiko@napoli.vogue.is.uec.ac.jp as makiko: cmd="fusr

makiko@napoli.vogue.is.
makiko@napoli.vogue.is.uec.ac.jp as makiko: cmd="fusr
makiko@napoli.vogue.is.uec.ac.jp as makiko: cmd="fusr
makiko@napoli.vogue.is.uec.ac.jp as makiko: cmds="fust
makiko@napeli.vogue.is. p as makiko: cmd="fust|
makiko@napoli.vogue.is.uec.ac.jp as makiko: cmd="usr
makiko@napoli.vogue.is.uec. iko: cmd="fust]
makiko@napoli.vogue.is.uec.ac.| iko: cmd="fust]
makiko@napoli.vogue.is.uec.ac.jp as makiko: cmd="fust
1-T15621- 4901 ( 49011 Xsession

p as makiko: cmd="fust]

0 J1ERIR RS
LAl e
79U NSA YRTEE

O Ay t—ORRMEE
05 000000000

AWN=

& U HhBk
S URH HHAH

=
exec 9 HF
login 5
su 2 I'}
access 1 .
notice 1 . *
5 UERBOHNBEREL -

FhEaEH#IEICY — RT3 2 5 AN

06 OO0O0OO0OO0O0OOOOOOOO

00000000000000000000000
000000000000000000000000
000000000000000000000000
00000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
0000000000000000
00000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
00 (08)0
00000000000000000000000
000000000000000000000000
000000000000000000000000
nfufsfalalufalals
00000000000000000000000



FEHRRS B D

WA BB | KKK &+
HIRSAE | 0 [10[2 |3 |6 [12] 1

[EAE]
walo1]2[3] ) foko1l2223— |
winsae | 4] 114/ 0] ([ |202sl292917

|
AR i
IR £ FRICRT i

HAER D H

B2 (—mRE) O
Mar 1 10
Mar 1 11
Mar 1 12
Mar 1 13
Mar 1 14
Mar 1 15
Mar 1 16
Mar 1 17

Mar 1 18
oA 3 .
PATEIVIRETY o

07 0O0O0OO0O0O0OO0OO0OOO0OO0O0D

AL AN AR WN

e O Ay t—UZEBELTRR

s MORZFI Ay E—IRICHIE

o 2[4 JIERIRTRMAIET
RESNBLEA—E

05Xy — O EE]

08 OO0OO0OO0OO0OO0O0OO0OOOOO0OO00O0

gboboooooooooboooboooooooboboo
goboooooooooooobooocoooooboooboo
goboooooouoooobooooboouooooboooboo
goboooooooooooboboooooobooboobo
gooooooooooo

FS open unlink Efer 2 file nfsB64441 on host sieg|

FEOY

Saliatd - FEHIREF-—T—FOD
ogue.is.uec.ac.jp as zetak EAECPEN F 4
le.is.uec.ac.jp

| ( FESRE
NY=2IyTF
IC&BF—0— Rt

onnection fropf cagliali.vogu®.is.uec.ac.jp
ANONYMOUS FTP LOGIN REFUSED FROM cagliali.|
ailed: ttyqz changing from zetaka to roet
succeeded: ttyq2 changing from zetaka to root

1 - 148841 4901 ( 4901 ) Xsession

*
ICLBF—T— Rt

09 OO0O000O0O0O0OO0O0O0000O

goubboooooooooobbooobooboooo
gobooooooooooobobooooooboobobo
goooooooooooooooooooobobo
goboobooobooooobooooooboooo
gbooooboooobooooobobobooooo
oooooooooooooooobobobOoooooo

gbobooooboboooboobooboboobobogob
gboboooboooboooobobbooobgon
gobooooooboooobooobooooobooo
oobooobooooooooboobooooooo
goboooooooooooobooocoooooboooboo
gobooboobobooboobooboooobo
gboboooobooobooooobooobooobobogon
gbobooooooooobooooooboooooboobo
gboboooooooooooobooocoooooboooboo
goboooooouooobooooooooooboooboo
gboboooobooboooobooobooboboon
gooobooooo

34 ODO0DOODODODOD
ooooboooooooooobooboooboooooo
gobooobooooooooboobooooboooboobo
goooboboooobbbobooboboooobbo
gog

e JOUOOOODLDOLODLDODOD

e JIOOODOOOOLOODOOCLDOODOOOOOON

oo

e J0OUO0OODODLOOLOLOODLDODOD

e JUOUODODOLODODODODO

e JOOODODODLODOD
ooooboooobooooooooobocooooo
goboooooooooboobooobooooobooboo
gobogoobooooboobobobooboobooobo
gbobooobooobooboobooooboobobogoon
gboboooooooooboboboob

4. 00O 0O

oooooooobooooooobooooooooo
goobooooboboooobbboooobbo
gog

gbobooboboobog

—ER#HOOT A
i LT
HhzhTs

s omAan
FEnERN

REE B X1 78IS J)
OsEhEmsHcEN B

010 0O0O0OO0OOOOOOOOO

FEREEICKRD
asnthEhTng

gilooooobooooobooooooooboobobobooon



ooooooooooooooooooooooooo
gooooooooobooooooooooboooo
gboboooooooooobooooooooobooboo
gobooooooooooobooooboobooo
ooooooooobooooobooooooooo
gobooooooooooooooooooobobo
goooooooooooooboooooobobo
oooooooooooooooobobObOoooooo
ooooobooboooooooobobcooooooo
gboboooooooooobooooooooobooboo
gooooooooooooobobooooooobobo
gobooooooooo
gooooooooobooooo
ooooobooboooooooobobcooooooo
gooblnigoooobooooooooobbooo
gooooooogo

011 0O00O0O0OOOO0OO0O0O0OOOOO

l1obobodootoooooooooooooooo
oooooooooooooooobobobOoooooo
gboboooooouooooooooouooooboooboo
goooooooooobooobobooooooboobo
gobooooooobooooboooo
oilnooooooocooooooooooooo
goooooooioobooooooooobobooo
goooooooooobooboooooooooooo
gooooooooooboooooooooobobo
ooooooooooooooooooooooooo
gobooooooobooooooobooo
ilnoooooooobooooooooooooon
gbobooooooobooooobooobooboooo
goboooooouooooobobooooooboobobo
goboooooouooooobobooooooboobobo
gboboooooooooooobooocooooobooboo
gobooooooooooobooooboooo
ooboooobooooboocoon
goooooooooooooobooooooooo
oono
goooooooooooooboboooooooo
gbobooooooboooooooboboooooboooboo
goboooooouoooooooooobooooooboo

gbobooooboboobooboobobooboboob
gobobogobooooogo

SEERIRICE D AL

012 000O0O0O0OOOOOOCOCOO

gi0poooobooooboooooooooboobooo
gboobo1i0booooooooooooooooooo
goboooooboooooobobooooobooboo
gooooooooooooboobooooooobobo
gooogd

g1i0bobooooooooooooboboboboon
gobooooooooooooooooooboboo
gbobooobooooobooocoobooobooboooo
0120000 “0”000120000 “0”"00000
gooooooobobooooooobobooooooobo
ggoooooooooooobooobobbooooooo

oooooooboooooooboooooooo
gbobooboooooooboooooobooboooobo
gobooboooooooobooobooouooooboooboo
goboooooooobooooboooo

5. O a
oobooooobooooooooooobooo
5.1 0O a

gbobobobobobobooooo

gboooboobobooboboobooog
gbobooooboooooobooooooboobobogon
goboooooouoooboooooooobooooboo
goboooooooooooboobooooooobooboo
gboboooboboooboooobooobooobobogon
gbobooooboooboooooboooboobogon
gbobooooooooboboboboboobo

oooooooboooooooboooooooo
gorooooooooobooboobooobobooonn
gboboboobooobooboooboooboboob
goee pobgoooobobobooboboobo

Y 000 Anomaly Intrusion Detection
Y% 000 Misuse Intrusion Detection



gobobooooboboobooooboboobobogon
gbobobooooooooooboobo
ooooooooooooooobooooooooon
goboooooooooooooocooooobooboo
gboboooooobooooboooooooooboboo
gbobobooobooobobooboobobooobb
gbobooobooobobooboobobobobogon
goboooooouoooooooooooooooo
gboboooooouooooooooooooboboo
gboboooooooooobooooooooobooboo
gboboooooobobooooboooboobobogon
gboboooboooboooooboooboobobogob
gbobooooooooobobobobon

5.2 0O 0O 0O
ubooooobooboooboooobooboooo
oono

000000000 “00"0000000000
000000000000 000000000000
00D0000000000000000000000
00D0000000000000000000000
000000000 000000000000000
00000000000 0000000000000
000000000000 00000

00000000000 000000000000
00D0000000000000000000000
0000000000000000000000000
000000000000 000000000000
00000000000 0000000000000
00D0000000000000000000000
00D0000000000000000000000
000000000000 000000000000
000000000000 000000000000
0000000000000000000

53 0000

00D000000000000000000000
oDooDooo

Xlogmaster®) 0 0 X-window system 000000
000000000000 000000000000
000000000000000000000000
00D0000000000000000000000
00D0000000000000000000000
0ooo

Swatch? O Logsurfer 000000000000
0000000000D00000D0000D00000
0000000000000 00000000000n
00D0000000000000000000000
00O00000O0ooooo

0000000000000 0000000000
oo00o0o0O0ooooo®o®ooooooon
0000O00000000000000

6. 0000

gboobooobobooboboobooodg
gboboboobooobooobooooooooooooboo
gobooooooooobooooooooooooo
gboboooboooboboooboooboobobogon
gboboooobobooobooboobobooboboon
gboboooooooooboboboon

oooooboooooooooobooooooooo
gobooooooooobooooooooooboboo
gbobooobooobooboobooooboboon
gbobooooboooboobobooboooboobogob
gboboooboooboooooboooboobobogon
gbobooooooooobooooooooooooo
gboboooooooooooooobooooobooboo
gboboooooouoooobooooobooooobooboo
gobooboooooooboboboboboobg

gboobobooooooboboooboood
gboboooooooooooooooooobooboo
goboooooooooooobooooooooboooboo
goboooooooooooooooooooooo
gboboooobobooobooboobobooboboon
goboboooooooooboobo

o o0 o0 o0

1) 000, “C000oUooooUOoooooor,
Feb-Mar (1998).
http://www.npa.go.jp/soumu6 /

2) S.E.Hansen and E.T.Atkins, “Automated
System Monitoring and Notification With
Swatch”, USENIX 7th System Administration
Conference, Nov (1993).

3) W.Ley and U.Ellerman, “Logsurfer” (1995).
http://www.cert.dfn.de/eng/logsurf/home.html

4) Georg C.F.Greve, “The Xlogmaster”, (1998).
http://www.gnu.org/software/xlogmaster/

5) W.Lee and S.Stolfo, “Data Mining Approach-
es for Intrusion Detection”, In Proc. of 7th
USENIX Security Symposium, Jan (1998).

6) Kenneth C. Cox, Stephen G. Eick, Graham
J. Wills and Ronald J. Brachman, “Visu-
al Data Mining: Recognizing Telephone Call-
ing Fraud”, Journal of Data Mining and
Knowledge Discovery, Vol.1, No.2, pp.225-231,
(1997).

7) 00 00000 0O, “0bbbo0oooooo
gooooooooooooroogoooo o
0000D0O000ooooo0oodoo’sdpp.153-
1580 (1998).

8) Pieter Adriaans and Dolf Zantingel 0O 00O
000000, “000000007, 0000,
(1998).



