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NIGE Log - A method of protecting logging information
from even their removal
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Logging information is essential to perform intrusion detection. Intrusion detection system
inspects various logging information in order to detect intrusions. On the other hand, intruder
would try to modify them in order to remove his intrusion’s trails. We must protect them in
some techniques.

In this paper, we propose new logging information protection method. It uses two pro-
cesses to protect them against intruder. The one is to make more than one their backups.
The other is to conceal these backups into file system. This method is not only enables to
protect logging information from attacker’s malicious modification, but it enables to detect
their modification and recover modified information from backups automatically. We had
implemented our method as C++ Class. It, therefore, is possible to integrate our method to

various applications.

1. 040 0o

gboobooobobboooboobbbooobdg
gooogoboboboboooboooboobog
gobooooooooooooobocoooobooo
gobooooooooboooooooboooboooon
gobobooboobobobbboobooooo

goboobooobobooboboboboooboboo

goobooboooooboboobobbobbon
goboooooooooobooboobooobooooo
goooboooooboooooboboooobooooo
gooboooobooobooboooooobooboo
gooboooboobooooboooobooooobo
gbobobobooooobgobbboooboobogon
gooo

00000000000D000000000000
OoY)0ooo000D0D00DDoooonoonoon
00000000 0000000000000000
0000000000D00000000000000
00000000 /000000000000000
000000000000000000000000
000000000000 D000000000000
000000000000 000000000000
000000000 000000000000000
000000000000000000000000
0000000000000 00000000000
000000000000 00000000
00000000/00000000000000
0000000000000000000000

e Write-OnceD 00 00D DOODOODODODOO
e 00DDODOODDDODOOODODDODOD



oooooooooono

0000000000 00000000Write-Once
oooobob0ooooooooboOo0ooobooooooo
gooooooooooboooooOO000ooooon
O0O00O0O0O0cron0OO0O0DODOODDOOODODOOO
oooooooooooooooboOoboooboooo
gooo

ooooooooooooooobooboboboooo
ooooooooO00o0ooooooboooobooobooon
ooooboooooooooboboooooooo

gobooboooooooooobooboob UNIXOo
oSO000000ooo00ooo0ooo0oooooo
cooobooooOoOoOoooOooOoboobobooobobooo
00oo00oo0oooUoo/oooooooooo
goooooooOooO0o0ooooooooooDo
oooo0ooOoooooo/o0oo0oooooog
oobobooooooooooooocoooboobooOonoo
Write-Once D0 000000000000 OOOO
oooooooooo

gooooo2000000000003000A0
oooobooooooooobobo4000000000
obooooooooooono

2. 00000000 -0000

2.1 O O
gooooooooooboooooOoOooooooon
gobobobooooooooooboobooooboboobo
oooobooobooboooooobooooOoooobooboo
ooboooooOo0oooooooOo0ooooo0o0o
o0ooooUooooUooooooooo/ooooo
oooboooOoOOoboobo0oooooooooooooo
gbooooooboooooooobooooooooo
ooo
oooooooooooooo(@ioo)o
(1) DOOODDOoUUOOOUODOODOOOUDOO
goobooooooOoooooobooooooo
goooboooooooooooOobooboooo
ooooooooboboboooooboooooboo
goboboooooooobooooooooon
goboboooooooO0oooboooooboo
(2) ODOOODOOODODOUOOOOOOUOOUOO
ooboobooooooboooooooooooo
oboo0o0o0ooooooobooooooooon
oooobooboooooobooooooooooo
goooooooooooooooooooo
gooooo
(3) DODOOOOOOOODOUOODODODOOOOD
oooooboooooooboooooooo
ooooo
g0o0oooooooobO0obooooobOO0O00o

B () DT PAIDINY D7y THERK
77V —=var

|
FAVT—varng

®IFns

CZIr=ET)

VAN
TNDIT

———
azzz

1\
L\
B 774\

Ny o7 97)

ny774)

ns774)
(FRA) R

(RE)

EROOLHAF % HEFHICLBOTHN %

(2) BT 71 )L DUS AAEKD
J7Vr—>ar

7TV -2 a3 R

#foy

() WSASNIZOTBROBENET

TIVr—ay

|
7TV -2 3 R

H#ET

A\
A, . e
027 7 A NDEEAIC
TS EBER

AZ774)0
AT 774 Nyo797)
as77 40 Ryo797)

(RA) ns7740

(R%)

01 000000000

0000000000000 0000000000
000000000000000000000000
00000000000000000000000°0
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
00000000000000000000
00000000000000000000000
000000000000000000000000
0000000000000/0000000000
000000000000000000000000
000000000000000000000000
ooooo
22 000000000000000000
00000000000000000000000
000000000000000000000000
000000000000000000000000
0000000000000000000000000
000000000000000000000000
000000000000000000000
00000000000000000000000
0000000000
(1) 000000000000
0000000000000000000000
0000000000000000
(2) 0O0DO0O0ODOOOO0OO

Y 0ooo00000000000000



77V —va> |

#fOZICHEH3E
0

FIYs—23>
FHRDME

Original Backup I
Log-file Log-files
—1

Ny 2Ty ZEDOL T 7L Jld
File System IS 15

Z7ANVCRTA
02 00000000

googboooobobooobboobbobon
oood
(3) ODOOOOUOUODOODOOUODOOUOOO
goboobobobbboooobobo
(4) DOODDOOOODOOOOOO
gooobooboobooboobooobog
goooboooooooooobooooobooon
oooooboooobooooaon
OO0O0OUNIXO OSOOoOoooooooooooogo
goboooboooooboeooboooonoog
00000(@2200)0 D0DO0O0O0OOOOOO

01 UNIXOOSOOOOOODOooooooooooooood
[0000000 [O00000 |

Ooo0o 1600 RedHat Linux release 5.2 00 00O
0000 0oooooo

000 8000 Sun Solaris 2.6 200 0000000
gooooooo

000000000000 000000000O00o
000000000000 0000O000oO0ooon
000000000000000000000000
000000000000000000000000
0000000 0oO00oooooon

2.3 0000000000

000000000 O0000000OoO0oooo
00000 stat0000000000000000O0
000000000000000000000000
000000000000000000000000
ooooo?o
D00000000stat000000000000
000000000000000000000 statO

Y 0000000000 000000000000000000
goooo0o0o0oO0o0ooO0OOoO0O0OOO0OO00O00OOO0B0OO0OO0

ggododogobooboooooooobooobo
gogobooooboouobooooobboobbobooo
oooooOooOoooOooOoooOooooOooooo
ooooooo0 MDs Message-Digest6)DDDDDD
00000000 0oo0oooOoooOOOstat0O0O
gododboooboooobobobobbbobooo
gooobooobobooooboobobo

3. O O

000000000 pthreads? 0000 C++00
00000000000 (0200)0pthreadd 00O
000000000000000000000000
000000000000000000000000
POSIXOOOOODOOOOODOOODOODOOO
020000000000000000000000
ooooo

thread0 000000000000 0000O0O00O
e D0DODODODOO

0000000000000000000000
00000000000000000000000
00000 (02A000)0

e 000DO0OO0ODODODOO

0000000000000 000000000
00D00000000000000000000
000D0O000000000000000000
0000000000000 (02BOO0O)O
e I0IDD/000O0ODOOOD
000000000000 threadD 0000 0OD
00000000000 00000000000
0000000000 000000000000
0000000000 (D2Cc000)000nn
00000000000 (0300)0
(1) 0OOoOoOoooo
0000000000000000000
000000000000000000O0
00000000000000000000
0000000000000000000
00000000000000000000
(2) 0O00OOOOOOOO
0000000O0000000O00000
Ostat00000000000O0O0DOOO
0000000000000 000000
0000000000000000000
0000000000000000000
ooooooo
0000000000 00000O0000
000000000000 0000000
0000000000000 000O00O0
00000000000 D000D0O0000
0000000000000000000



FrvTa DR
\
HiiRstat
S \mm
A
5[ % %)%
1 R B
3 A 4 ) 15
i ol e
h

ALFBIFER
Log-file

EELTID
Log-file

03 0O00000O0O0O0O00000

ggoboooooooooobo
(3) DDODODDODDODODOODOOOODOO
oooooooooooooooooo
Oo0ooooooooooooooooo
gobooboooobbboobboo
gooboooboobbooobbobooboo
godooobuooobuoooooogoo
OoooooOoOoooooooooooo
oooo
000000000 oooooooooo
goobooooobooooboboboboo
gbobooooboobooooobobooboo
oooooooooooooo
(4) DUOOOOOOOOO

O000oooooooooooooooo
gogooouogooobooboobooobo
goobooboooboooobbooooo
oo0ooooO0ooooooooooooo
00o00oo0oooooooooooooo
00o0o0o0ooooooooooooog
pooooobooboooobobooboboobo
goooooooo

00000o0o0o0oo0o0o SsSGIOO IRIX 6.50 Sun

Microsystems 0 O Solaris 2.6 0000000000

O0000LinuxO00000D0OO0OCCODODODO

4. O O
goboooobobobobobooooooboo

gobooooooboooobooooboobooooon

4.1 O g

gbooobboooooobooooboooboo

o 00O OOODDOODLO
gooobobooooooobobooobooboooo
gobobooooooooboboooooboog
goooo
goooobooobboboooboobboo
gobooooobooboobobobbooobo
gooooboooooboobbooobooooo
goooobobooooboobobooboooo
gooboboboooboboooobooooo
goooobobooboobobooooboboboo
gobdodoboobooooouoobooo
goboobobobooboooboboo

o 0 OIDOUOOOODLDODODO
gbbooboooouoobooboobboobooo
gogbogooboobbbooobbobooooo
goboboboboobobooboooobobooo
gbobooooooboooboooooooog
goboooobooboobobooooobo
gooboooobooobon

o OO DOODODOOODDDOOO
0000000D0000000000 Write-Once
gooboobooooobooobooooboooo
goboobooboobooobooooobobooo
gooobooboobboboobbooboooo
ggoboooooboobobobo

o OO OODOODbODOOODDO
oooooocCc++0000000D0OO0OO0O0
ooooococC++000000000D000
gooobooobooboboooboobobobooo
gooobooboooooooooboboobooo
gogoooooboooooboboobooboboo
gbobooooobobooooboooobooo
gbooooboooobooooboobooogooo
gooooooooooobooooooooog
gooboooboobobbbobobobboon
gogooboboooboooooooobooboo
goboboooobooboooboo

e 00 UNIXODOUOODOOODODOUDOO
0000000000 UNIXO OSoooooo
goooboboboboooobobboooobo
OO0 0C++0 0000 Standard Template li-
brary(STL)» 0 0 0 O pthread library 0 0 0 O
0000000000 pthread library 0 POSIX
O000000STLO C++0000000000
000o0o0o0oooorPODDOOD0OOD UNIX
gosoooooooooooog

gooooobbooboboobobooobob

Y 000 http://www.stlport.org/doc/platforms.html 0 O



gooooooboobooooooooobobooo
goooobooooooooooooooooobboboo
goooobooocoooooboooooooobooon
gooocobooooooboobobooooobooboboo
000000000000 O00Y000000ond
gobooooboooooooooooooobooboo
00/000000o0o0o0oooooooon
ooboooooooooooboooooobooo
gbooooboooooooboboboboooobobobooon
goooboooooooooboobooboooooooo
ooo
4.2 JO0O0OO0O0OO
ooooooooUoooooobooo/ooooo
googoo
e JOOOOOLOOOODOOOODOOODO
goobooooooooobboobonog
gooooooooooooboobooboobog
gogooroooooooooooooooooon
gobooooooobooooboooboooooboo
gooooo
goooooooooooooobooooooon
googooooboooboobooooooooo
gooobooooooooooooooboboooboo
ooooboobooooboooooooooooboooo
goooooooooobobooooooooon
oooooooobooooooboobooooooboo
goooboooboboooooobooboboooo
oboooboooooooooooogoboon
goboboooooboooooooooooooo
gbbooboooooooooooooobooo
goooooooooooom
e J00IOIOODDOOOOOOUDOULODODOODOO
oood
gobooooboboooboooboooooboooon
goooooooboooboooouooooo
goboooboooooooooooboooooooon
goooooooboooooboooooooooo
goooooboooooooboooo
goooooboooobooooobooboooooo
gboooboooooooboooooooooon
gboboooobooboooobooboooooobooo
gooobooooooobooooooooo
00 User IDOGroup IDODOOOOOOOOO
goobooooooooboobooboooobbooo
goboooooooboooo
o JOOOOOOOODOOOOOOOOO
OO0000UNIXOOODO daemonO OO0 OO

Y 0000000000000 000000000000000
goo0ooo0o000oO0o00O000OO0000OCO000O0O0
goodooooo0oboOooO0oooOoO0O0OOO0OOObOOO0O000O

0000000000000 000000000
0000000000000 000000000
0000000000000 00D0000000
0D00000000000000000000
000000000 0000000000000
0oooDoooooo
00000000 0syslogd 000000000
000000000000 OsyslogD 00000
000000000000 OOsyslog0 0000
0000000000 0000000000000
00000O0O00syslogD0 0000000000
0000000000 0000000000000

e J0DO0DODOODOD
0000000000000 000000000
0000000000000000000000
00000000000 00000000000C0
0000000000000 000000000
0000000000000 000000000
0000000000000000000000
000000000 D00000D000D00

e 100O0DODDNDONOODODODOODOD
0000000000000000000O000
000000000000 0000000000
0000000000000000000000
000000000000 D0000000000
0000000000000 000000000
00000 UNIXOOSOOOOoOooooooo
0000000000000000000000
0000000000000000000000
0000000000000 0000D000O00
0000000000000 000000000
oooooo

00000000 00000000000000

000000000000000000000000

00D0000000000000000000000

000000000000000000000000

0000000000000 00000000000

000000000000 000000000000

0000000000 D000000000D00000

0000 CPUOODOOOOOOODDODOODODO

0000000000000 00D00O0000000

oooooo

4.3 000D0OOOODOOOODOO
00000000000000000000000
00D0000000D0000000

e J0OODOOO
0000000000000 0000O00O00O0
ooooovY0oooDoDOo0ooDooono
00000000000 O00000000000
000000000 0000D000000000
0000000000000 0/0000000



ododdoooooooooooooooooo
obodoodoooooooooooboooon
dobobooboooooboooobouooooo
goodoooobooboooooboooooo
gooooooa

e Write-OnceOO OO OOO0O
Write-Once OO0 OO0 O O0OO0DOOO0DOODOOO
dooddoodoobooboooooooobooooo
oo0/o00o0oUoo0oOoooooouooo
ddddddooooooboooooobooooa
goooooobooooooooooooonon
gododooooooodoooooooon
goooddoooboodooooooooooo
dddoooooboooooooooooooo
gdooooooooooooooo
goboooooooooooooooooooa
goooooooooooooooboooooon
goodoooooooodooooooooa
godooooooooboooooboboobooa
goodbodooooooooooboooooooo
goddooooooooooooooooooao
000000o0o0o0o0o0o0opoooboooooaoao
Oo0o00do0o0oO0o000o0oo0o0oobooooa
dooobodoooooooooooooooo
ogoooooo
000000 00000o0oooooOooooo
000 Write-Once DO OO O0O0O0O0DOOOOO
ododdoboooooooooobooooodgn
do0oboddboobobuooooooooooo
godddooboooobobobooooooooo
000000000000 Write-OnceOO OO
oododooooooooooooooboaoan
goddodoooooooooooooooon
goddddboboboooooboooooooooo
0000000000 Write-OnceJO OO0 DO
gooooooboooooooda

o JUOUDODUOODOODOUOODOOOOOOO
godooooooooooooooooooa
godooooooobobooboooooooo
godddodooobodoooooobooooooo
dodododoodoboooobooooooa
ooooood
goodooooooobooooooooooon
gobodddooooooooooooooooo
0000000 Denial-of-ServiceD 0 OO0 00
go0o0ooooooooooooooooooo
ooooo

5. 0 OOO
oooooooboooooboooooooooon

gbooooooooooooooooooooooboo
gobooboobobooooobooooooooooboo
gooooooooooooo
gboooooboooooboooobooobobooooboboo
e JUOUOOOOOOOOODO
o JOOOOOODODDO
o JOUI0OUOOOODDOODOODOO
o IOOODOODOODOOODOOO
oobooocobooooobooobobooooooobooo
gboooooooobooooboooobooooboooo
gooooboooooobboooooooboooo
gooooboooooooooboooooooobooo
goooboooboooooboo
goUoooUoooUooooooooooooooy
gboooooooooooboooocooooooon
oooOoooOoooo0oooooooooooog/
goooooboooooooobooooooboooo
gooogg
goboooobcoooooooobooooooooon
gboooooooooboooooooboooooboo
gooooooooooboooboobobOoboooooooo
ghboboboooooooboooooooooobooboo
goooodooooooboobooooobobooo
ggoooooooooobooo

g o o o

1) Bruce Schneier, John Kelsey: Cryptograph-
ic Support for Secure Logs on Untrusted Ma-
chines, The Seventh USENIX Security Sympo-
sium Proceedings, USENIX Press, pp. 53-62,
1998

2) Gene H. Kim, Eugene H. Spafford: The De-
sign and Implementation of Tripwire: A File
System Integrity Checker Purdue Technical Re-
port CSD-TR-93-071, Purdue University, 1993

3) Core SDI S.A.: secure syslog,
http://www.core-sdi.com/Core-SDI/english
/slogging /ssyslog.html

4) Bradford Nichols, Dick Buttlar and Jacque-
line Proulx Farrell: Pthread Programming A
POSIX Standard for Better Multiprocessing,
O’Reilly, 1996

5) D.R. Musser, Atul Saini, Alexander Stepanov:
STL Tutorial and Reference Guide - C++ pro-
gramming with the standard template library,
Addison-Wesley Publishing, 1996

6) R.L. Rivest: RFC1321: The MD5 Message-
Digest Algorithm, MIT Laboratory for Com-
puter Science and RSA Data Security, Inc.,
1992



