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An intrusion detection system using visualization of computer logfiles

TETSUJI TAKADA and HIDEKI KOIKE

Graduate School of Information Systems
University of Electro-Communications

The increase of unauthorized access to computer systems is one of major issues in computer
securities. System administrators have to monitor some logfiles or system’s performance to
know whether or not the systems are attacked.

There are, however, various kinds of logfiles and these files are usually located at different
directories. It makes the intrusion detection more difficult.

This paper proposed a visualization approach for the intrusion detection. Four prototype
visualization systems were developed. By using our visualizations, some intrusion detection

tasks were performed more easily.
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This object means
user executes 'su’ command and succeeded.

This line means
user aceesses to host by telnet or rlogin

Unknown host
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This line means that
‘inetd.conf" file is edited by vi

=
-‘\Tnese command means

user is monitoring current status
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