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Intrusion detection system using a visualization of logging information
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Summary. Today, computer security is recognized a critical problem
in information systems. System administrator must do two things. One
is to build a computer security system such as firewall. The other is to
monitor a various logging information periodically. However, it is time
consuming to analyze logging information which is generally written in
text. Therefore, the latter work tends to be disregarded.

In this research, we proposed to visualize logging information of
computer systems for intrustion detection. It makes easy to recognize
a vast amount of logging information. Our visualization system inte-
grates two or more logging information into one visualization. It lighten
administrator’s burden in investigating logging information.

We developed visualization system of computer access log and com-
mand execution log. Using our system, it becomes easier to detect
intrusion.
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